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Abstract: To solve the deficiency of the malicious code detector’s ability to detect adversarial input, an adversarial train-
ing driven malicious code detection enhancement method was proposed. Firstly, the applications were preprocessed by a
decompiler tool to extract API call features and map them into binary feature vectors. Secondly, the Wasserstein genera-
tive adversarial network was introduced to build a benign sample library to provide a richer combination of perturbations
for malicious sample evasion detectors. Then, a perturbation reduction algorithm based on logarithmic backtracking was
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